Program on Cyber Security & Resilience:
Emerging Trends and Challenges

Background:
Cyber risk is today a significant business risk, given the increasing use of

technology by financial intermediaries.  Cyber-attacks can disrupt critical
financial operations, leading to loss of confidence in the financial system, with
implications for financial stability. As cyber threats transcend geographical
boundaries and cyber criminals continually exploit vulnerabilities in systems,
banks and financial institutions must carefully manage adoption of new
technologies and ensure adequate controls and safeguards to address
potential vulnerabilities. Cyber resilience enables banks & financial institutions
to prevent, withstand and recover from cybersecurity incidents and is vital for
business continuity. Effective cyber resilience also encompasses governance,
risk management, an understanding of data ownership and incident
management. Therefore, it is important that at leadership level in banks and
other financial institutions, there is adequate understanding of the imminent
risks to cyber security and measures to address related control and process
ISsues.

Objective:

This one-day program aims at contributing to capacity building at senior & top
executive level, providing insights into the emerging trends in cyber-defence &
cyber resilience from the perspective of governance and strategy. Recent
trends in cyber risk will be discussed to facilitate building of improved cyber

defence mechanisms.

Program Highlights:
The Program will deal with the following:
o Cyber Security: Regulatory perspective
o New age tools to combat cyber security frauds

e Impact and learning from recent cyber incidents in the financial
sector

¢ Innovative solutions to counter cyber risk and need for a robust
threat intelligence

e Cyber risk insurance and digital risk protection

Program Conditions

¢ Program fees to be paid before the program

+ Nominations may be cancelled up to 5 days before the Program

¢ Banks may depute another senior officer if the nominated officer cannot
attend

Date:

Time:

-
3 CAFRAL

CENTRE FOR ADVANCED FINANCIAL
f\ RESEARCH AND LEARNING

Promoted by Reserve Bank of India

August 22, 2023
09:30 AM to 05:30 PM

Venue: Rendezvous, Hotel Taj

Type:

Fees:

Mahal Tower, Colaba,
Mumbai
Non- Residential

Rs. 20,000/- + 18% GST

For Nomination Form please visit
our site www.cafral.org.in

Last date for filing nomination

August 17, 2023

For more program details,
contact:

C. Sankaranarayanan
Senior Program Director
Mob: +91 89399 00235

Email:

sankara.narayanan@catfral.org.in

Charulatha Ramesha
Program and Relationship Officer
Mob: +91 022 6897 0607

Email:

charulatha.ramesha@cafral.org.in

The

Participant Profile

program is open for the

following executives from banks,
financial institutions & NBFCs:

Heads of Risk Management

CISOs/CTOs
Top and Senior Officials
dealing with information

security, cyber-crimes & frauds,
cyber risk management

Directors on Boards

Centre for Advanced Financial Research and Learning (CAFRAL)

C-8 / 8th Floor, RBI Building,
BKC, Bandra (E),
Mumbai — 400 051
www.cafral.org.in
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