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CAFRAL Program on Emerging Trends in  
Cyber Attacks, Response Management &  

Digital Forensics  

Background:  

The most notable trend in the digital threat landscape is the increasing 

sophistication of cyberattacks.  Cyber threat to the financial world is growing. 

Cyber criminals constantly develop new techniques and strategies to breach 

security systems, steal sensitive data, or disrupt critical financial operations, 

leading to loss of confidence in the financial system. Even mature organisations 

investing heavily in cyber security are seen falling victim to debilitating 

cyberattacks due to the complexity of security needs in most organisations. 

Therefore, organisations need to strengthen detection, response management 

and build sufficient resilience on all aspects related to IT security.  Invariably, 

after any cyber incident, a proper root cause analysis should be done, even 

using digital forensics by financial institutions and putting in place of adequate 

controls & safeguards to address potential vulnerabilities. 

 

Objective: 

The program aims at providing insights into the emerging trends in cyber-

attacks and building appropriate incident response systems for prevention, 

detection and mitigation of cyber risks. It is specifically designed for capacity 

building at senior & top executive level, providing insights into the emerging 

trends in cyberattacks and the need for building adequate cyber resilience from 

the perspective of strategy and governance. 

Program Highlights: 

The Program will deal with the following: 

• Cyber Security: Regulatory perspective 

• New age tools to combat cyber security threats 

• Discussion and learning from recent cyber incidents 

• Need for cyber risk management 

• Digital Forensic Audit  

 

Date:   May 22, 2024 

Time:    09:45 AM to 05:45 PM 

Venue: Forum & Capitol, Hotel Taj 

President, Cuffe Parade, 

Mumbai  

Type:    Non-Residential 

Fees: Rs. 25,000/- + 18% GST 

For Nomination Form please visit 
our site www.cafral.org.in 

 

Last date for filing nomination 

May 17, 2024 

 
For more program details, 

contact: 
 
 

C. Sankaranarayanan 

Senior Program Director 

Mob: +91 89399 00235 

Email: 

sankara.narayanan@cafral.org.in 
 

 

Charulatha Ramesha 

Program and Relationship Officer 

Mob: +91 91360 65827 

Email: 

charulatha.ramesha@cafral.org.in  

Participant Profile 

The program is open for the 

following senior executives from 

banks, financial institutions & 

NBFCs: 

• Heads of Risk Management 

• CISOs/CTOs 

• Officials dealing with 

information security, cyber-

crimes & frauds, cyber risk 

management 

• Directors on the Boards of 

Banks, FIs and NBFCs 

 

Centre for Advanced Financial Research and Learning (CAFRAL) 

C-8 / 8th Floor, RBI Building, 

BKC, Bandra (E),  

Mumbai – 400 051 

www.cafral.org.in 

 

Program Conditions 
 

 Program Fees needs to be paid before the program 

 Nominations may be cancelled up to 5 days before the Program. 

 Banks may depute another senior officer if the nominated officer cannot 

attend. 
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